LockDown Browser

Mac Icon Windows icon Using Respondus LockDown Browser and Monitor

LockDown Browser is a browser for online test. You will not be able access anything else on computer. Respondus
Monitor is Respondus LockDown Browser with a webcam, which will record you during an online, nonproctored exam.
We recommend that you watch this overview video below:

e LockDown Browser and Monitor Overview Video (2:24)

To take your exam with Respondus LockDown Browser and Monitor you will need to:

1. Make sure your computer meets the technical requirements.
a. We strongly recommend that you use Google Chrome as your internet browser.
b. Please note that Chrome books will not work for online testing as LockDown Browser and Respondus
features will not work.
2. Download and install Respondus LockDown Browser to your computer.
3. Follow instructions for opening LockDown Browser, navigating to the Blackboard exam, and if required by your
professor, completing the webcam startup sequence to begin your exam.

1. Make sure that your computer meets the technical requirement below:
e Windows: 10, 8, 7
e Mac: OS X 10.10 or higher
e i0S: 10.0+ (iPad only). Must have a compatible LMS integration. Details.
e Web camera (internal or external) & microphone
e Abroadband internet connection
¢ Smartphones and Chromebook cannot be used.

2. Downloading and Installing Respondus Lockdown Browser
(You only have to do this one time so if you have already installed LockDown Browser skip to the next section.)

Click the link below to Download Respondus LockDown Browser. This link is unique to Curry College.

e Download Respondus LockDown Browser
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https://web.respondus.com/lockdownbrowser-student-video/
http://support.respondus.com/support/index.php?/default_import/Knowledgebase/Article/View/186/0/can-an-ipad-be-used-with-lockdown-browser%22
https://www.respondus.com/lockdown/download.php?id=277652605

3. Taking a test with Respondus Monitor is Respondus LockDown Browser with a webcam, which will record you
during an online, nonproctored exam.

Step 1: Close all Browsers and Applications (like Word, Excel, or Email). Step 2: Click on the LockDown Browser Icon on
the Desktop.

=th=

LockDown Browser

Mac lcon Windows icon

LockDown Browser will notify you if you have programs that need to be closed.
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You must close the following program before starting LockDown
Browser:

Skype
(SkypeApp.exe)

Do you want Respondus LockDown Browser to attempt to dose this
program for you?

Exit LockDown Browser

Step 3: Login to Blackboard using your Portal username and password.

Blackboard 5

USERNAME

[ |

PASSWORD

[ J

Login

Step 4: Navigate to the Test and select Begin Exam (Note, once a test has been started with Respondus LockDown
Browser, you cannot exit until the Submit button is clicked.)

Using webcam: If your exam requires the use of a webcam (sometimes referred to as Respondus Monitor), you'll be
guided through a set of screens prior to the start of the exam. All exams that require use of webcam will include a
Startup Sequence. All steps may not be required by your instructor.



Step 5: Complete the Startup Sequence:

Terms of Use

Webcam Check

Additional Instructions

Guidelines

Student Photo

Show ID — what forms of ID will you accept

Environment Check — pick up laptop and record 360 degree of your surroundings
Facial Detection Check — Prevent students from starting without webcam

Begin Exam
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=

Terms of use: Review and agree to the Terms of Use by clicking Agree.
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ol Terms of Use
STEP 2: WEBCAM CHECK

RESP: ITOR
STEP 3: ADDITIONAL INSTRUCTIONS T TER| F

Thes eYe’m of Use ("Terms"), which incorporate the Respondus Help Center Terms of Use ("Help
STEP 4: GUIDELINES + TIPS ( ms”) included at the end of these Terms, are an agreement between you and
dus”), and between you and your learning your school ("your
regarding your use of Respondus Monitor®. By using Respo onitor, you agree 1o
STEP 5: STUDENT PHOTO full and that you are age 14 or older, or age 16 or older in the El

Respondus Monitor is a cloud-based service ("Respondus Monitor Services”) and software ("Respondus
are”) (also collectively referred to in these Terms as "Respondus Monitor”), that work
ovide an online interactive database of video, audio, and other data captured during
sment sessions for use in monitoring students

STEP 6: SHOW ID Monito

STEP 7: ENVIRONMENT CHECK
The Respondus Help Center is a group of services ("Help Services®) provided by Respondus, Inc. that
enable users of LockDown Browser and Respo-du Mon tro technical issues. The Help
STEP 8: FACIAL DETECTION CHECK Services include, for example, a webcam check, system check, the ability to report an issue to
Peso:rm and links to a knowledge base and technical support.

STEP 9: BEGIN EXAM REQUIREMENTS OF YOUR INSTITUTION (e.g., your school)

As parr of an sfforr 10 use availahle rachnaloey 1o imnrous unur learning sxnarisnce by aroviding

2. Webcam Check — will confirm that your webcam and microphone are working properly. You will be prompted
to a record 5-second video with audio then watch the video to ensure that your video and audio are recording
properly. Ifitis click Continue if not click Try Again. If you encounter a problem, select the It’s not working link
for troubleshooting tips.
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Webcam Check

Continue Try Agan




The remaining steps of the Startup Sequence will depend on settings chosen by your instructor. Follow the instructions
and note your progress along the left side of the screen.

3. Additional Instructions — this may include additional guidelines from your instructor on what to do during your
exam, what is approved and what isn’t.
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STEP 1: TERMS OF USE
Additional Instructions

STEP 2: WEBCAM CHECK 7
During this exam, you shouldn't access other resources (a phon tes. books, etc.)
STEP 3 ADDITIONAL INSTR _ or communicate with other people. Please stay in your seat and fo n the computer
STEP 3: ADDITIONAL INSTRUCTIONS
screen until the exam is complete.
STEP 4: GUIDELINES + TIPS If an interruption occurs, briefly explain what happened by speaking directly to your

m. And, finally, remember that you cannot exit the exam until all questions
completed and submitted it for grading

STEP 5: STUDENT PHOTO

STEP 6: SHOW ID

STEP 7: ENVIRONMENT CHECK
STEP 8: FACIAL DETECTION CHECK

STEP 9: BEGIN EXAM

l Continue '

4. Guidelines — the next few screens will provide guidelines and tips for taking an online exam that will be
recorded. (see samples provided below)
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STEP ) YRS OF UE v
1 » Select a quiet location where you won't be interrupted or distracted
STEP 3 WERCAM O Cx v

BONMINT OMCK

STHD B FACAL DETECTION ONECK ﬁ

STIP & BEGIN ExAM




wn Browser

STEP 1 TERMS OF USE v
2 » Make sure your internet connection is consistent and strong...
STEP 2 WEBCAM CHECK 7

Run the "Webcam Check" and "System & Network Check" in

STEP 3 ADDITIONAL INSTRUCTIONS
v LockDown Browser prior to starting the exam.

I STEP 4 GUIDELINES + TIPS
If your Internet is sh.?red with others, make sure they aren't
STEP 5 STUDENT PHOTO ﬁ streaming videos or Using applications that can slow down your

internet connection.
STEP 6 SHOW ID

STEP 7 ENVIRONMENT CHECK

STEP 8 FACIAL DETECTION CHECK

STEP 9 BEGIN EXAM

& LockDown Browser

STEP 1 TERMS OF USE 7
4 » To improve the quality of your webcam video (and reduce flags),

STEP 2 WEBCAM CHECK v remember the following...

I OO R LI a Don't wear sunglasses or hats with brims. Also, be sure to dress

appropriately, as if you were in the classroom.

l STEP 4 GUIDELINES + TIPS

STEP 5 STUDENT PHOTO Take the exam in a well-lit room and avoid backlighting, such as
sitting with your back to a window.
STEP 6 SHOW ID

N

STEP 7 ENVIRONM

STEP 8 FACIAL DETECTION CHECK mswse—
Next

STEP 9 BEGIN EXAM

8 LockDown Browser

STEP 1 TERMS OF USE v
3 » Place your computer or device on a flat, hard surface such as a table
STEP 2 WEBCAM CHECK v or desk, and sit in a chair during the exam...
I
STEP 3 ADDITIONAL INSTRUCTIONS ./
Do NOT place the computer on your lap, a bed, or the floor. Do

I NOT lay or sit on a bed/couch/floor.
TEP 4 GUIDELINES + TIPS

STEP 5 STUDENT PHOTO

If using a built-in webcam, avoid tilting the screen after the
STEP 6 SHOW ID webcam setup is complete.
STEP 7 ENVIRONMENT CHECK

STEP 8 FACIAL DETECTION CHECK
Next

STEP 9 BEGIN EXAM
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STEP 1 TERMS OF USE A
5 » Other things to remember...
STEP 2 WEBCAM CHECK 7
e Unless instructed otherwise, turn off all other devices (e.g.
STEP 3 ADDITIONAL INSTRUCTIONS /' . phones, tablets, second computers) and place them outside of
- your reach. Clear your workspace of all other materials.
I STEP 4 GUIDELINES + TIPS

SIERSUDEHE BROTO or applications. You will be unable to exit until the exam is

a LockDown Browser prevents you from accessing other websites
completed and submitted.

STEP 6 SHOW ID

STEP 7 ENVIRONMENT CHECK L)

STEP 8 FACIAL DETECTION CHECK

STEP 9 BEGIN EXAM

5. Student Photo - follow the prompts and take a photo of yourself.

LockDown Browser

STEP 1: TERMS OF USE v

Student Photo
STEP 2 WEBCAM CHECK < - =

Position your face so it fills most of the picture window below
STEP 3: ADDITIONAL INSTRUCTIONS ./ Look into the camera and click "Take Picture.

STEP & GUIDELINES + TIPS =
STEP & SHOW 1D

STEP 7: ENVIRONMENT CHECK

STEP & FACIAL DETECTION CHECK

STEP & BEGIN EXAM

LockDown Browser

STEP 1; TERMS OF USE v

Show Identification

STEP 2: WEBCAM CHECK v
Hold your identification to the camera and select “Take Picture.”

(Only use the type of identification indicated by your instructor)

STEP 3: ADDITIONAL INSTRUCTIONS ./

STEP & GUIDELINES + TIPS v

5: STUDENT PHOTO v 4

STEP 7: ENVIRONMENT CHECK

STEP 8 FACIAL DETECTION CHECK

STEP &: BEGIN EXAM

hcture
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STEP 1: TERMS OF USE v
Show Identification
STEP 2: WEBCAM CHECK v
Hold your identification to the camera and select “Take Picture.”

(Only use the type of identification indicated by your instructor)
STEP 3: ADDITIONAL INSTRUCTIONS ./

STEP S: STUDENT PHOTO 7

6: SHOW ID

STEP 7: ENVIRONMENT CHECK

STEP 8: FACIAL DETECTION CHECK

STEP 9: BEGIN EXAM

Pl

Please \.‘.’m'1

7. Environment Check — pick up laptop or webcam and record 360 degree of your surroundings where you will be
taking your online exam.
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STEP 1: TERMS OF USE v
Environment Check

STEP 2: WEBCAM CHECK v

Make sure the area around your computer is clear of papers, books, phones,

STEP 3: ADDITIONAL INSTRUCTIONS ./

Click "Start Recording” and slow
of the area around your computer. (If the webcam is built into the monitor, just do
4 GUIDELINES + TIPS v your best to show the surrounding area.)

tilt/pan your webcam so a brief video can be made

STEP % STUDENT PHOTO o  Click "Stop Recording” when finished

STEP & FACIAL DETECTION CHECK

STEP 9: BEGIN EXAM

(king




LockDown Brows

STEP 1: TERMS OF USE v
Environment Check

STEP 2: WEBCAM CHECK Vv
A - .
Make sure the area around your computer is clear of papers, books, phones, etc.

S ACOTIONAL WSTRICTIONS o/ Click "Start Recording" and slowly tilt/pan your webcam so a brief video can be made

of the area around your computer. (If the webcam is built into the monitor, just do
STEP 4: GUIDELINES + TIPS v your best to show the surrounding area.)

STEP 5: STUDENT PHOTO v Click "Stop Recording" when finished.

STEP 6: SHOW ID 7

STEP 8: FACIAL DETECTION CHECK

STEP 9: BEGIN EXAM

N

Recording I

LockDown Browser

STEP 1: TERMS OF USE Vv
Environment Check
STEP 2: WEBCAM CHECK s
Watch the video to ensure it was recorded properly. Then click "Continue.”
STEP 3: ADDITIONAL INSTRUCTIONS ./ If necessary, select "Try Again” to record another video of your surroundings
STEP 4: GUIDELINES + TIPS v
TUDENT PHOTO N
STEP 6: SHOW ID 4

I STEP 7: ENVIRONMENT CHECK

STEP 8: FACIAL DETECTION CHECK

STEP &

w
o

IN EXAM

After the environment check you will be continuously recorded until your submit your exam for grading. You will
see the Recording icon in the upper right corner of your screen.




8. Facial Detection Check — ensures that your face appears in the camera before you start the exam. A green
thumbs up notification means you can click Continue to begin your exam and a red thumbs down notification
means your face cannot be detected. Correct your webcam angle or adjust lighting until facial detection is
achieved.

8 LockDown Browser
S OF USE 7

Facial Detection Check

face needs to be well positioned in the video window and clearly visible during the exam. ¥
roceed once facial detection Is successfu
T v
P4 D s 7
s TUD +OTO v -
e Y o
s RONA ol v S '
Success

@ LockDown Browser
v

STEP 1: TERMS OF USE
Facial Detection Check

STEP 2: WEBCAM CHECK oV

Your face needs to be well positi
proceed once facial detection

n the video window and clearly visible during the exam. You may
sful
STEP 3: ADDITIONAL INSTRUCTIONS ./

STEP 4: GUIDELINES + TIPS v
STEP 5: STUDENT PHOTO v
STEP 6: SHOW ID v 0
STEP 7: ENVIRONMENT CHECK v

Your Face Cannot be Detected
the camera
be unable to

STEP 8: FACIAL DETECTION CHECK

STEP 9: BEGIN EXAM

8 LockDown Browser
v

STEP 1: TERMS OF USE
Facial Detection Check

STEP 2: WEBCAM CHECK v

STEP 3: ADDITIONAL INSTRUCTIONS ./

STEP &: GUIDEL TIPS v
STEP 5: STUDENT PHOTO v
B i o
) E RONA CHECK v
Success!
Click Continue to proceed
OET




9. Begin Exam

& LockDown Browser

STEP 1: TERMS OF USE
Begin Exam

STEP 2: WEBCAM CHECK 7
The exam will now begin. Good luck!

STEP 3: ADDITIONAL INSTRUCTIONS ./ Begin B ]
b

STEP 4: GUIDELINES + TIPS v
STEP 5: STUDENT PHOTO v
STEP 6: SHOW ID 7
STEP 7: ENVIRONMENT CHECK v

STEP 8: FACIAL DETECTION CHECK v

I STEP 9: BEGIN EXAM

During your exam, you will be notified if your face is not clearly showing in the video so that you can adjust.
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Your face isn't showing clearly in the video

@

Processing your image

You may want to adjust the webcam, your position, or the lighting.

This will help your instructor see you clearly in the video

Early Exit
If you attempt to exit the exam before submitting it, for example in case of an emergency or internet failure, you are
required to enter a reason for exiting the exam early.

LockDown Browser - Version 2.0.6.03 X

Do NOT dose the browser until the exam is complete. Your instructor will be
notified if you exit the exam early.

s

I Return to Exam I Close the Browser




LockDown Browser - Version 2.0.6.03

Provide the reason you are closing the browser before the exam has been completed frequired).

[ )

I Retum to Exam I CSavereasona‘tddosebmww)

When you submit your exam, you will be notified that Your webcam recording is completed!

& LockDown Browser

Your webcam recording is complete!
How did LockDown Browser and the webcam work during this session?

t

® All went smoothly. No issues t

erious.

es, but nothing too

Some minor iss
Ouch! | had significant problems (describe below).

experienced a technical problem with LockDown

feedback, 5o don't comment on the exam content itself




